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Introduction

Audience

Owner ship of
Electronic Files

Privacy

Under the provisions of the Information Resourceanlbement Ac
Information Resources are strategic assets of thie f Texas that must be
managed as valuable state resources. Thus thiy @lestablished to achie
the following:

* To ensure compliance with applicable statutes, latigs, and mandat
regarding the management of information resources.

* To establish prudent and accape practices regarding the use
information resources.

* To educate individuals who may use information ueses with respect
their responsibilities associated with such use.

The TSSWCB Acceptable Use policy applies equally tdrallviduals grante
access privileges to any TSSWCB Information Ressirc

Electronic files created, sent, received, or stooedinformation Resourc
owned, leased adminésed, or otherwise under the custody and confrahe
TSSWCB are the property of the TSSWCB.

Electronic files created, sent, received, or stovedinformation Resourc
owned, leased, administered, or otherwise undecubktody ad control of th
TSSWCB are not private and may be accessed by TEIS&mployees
any time without knowledge of the Information Resms user or ownt
Electronic file content may be accessed by appatgppersonnel in accordal
with the provisios and safeguards provided in the Texas Adminisgafiod
202, Information Resource Standards.
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Definitions Information Resources (IR): Any and all computer printouts, online disf

devices, magnetic storage media, and all compatated activitiesrivolving
any device capable of receiving email, browsing Véiies, or otherwis
capable of receiving, storing, managing, or tramémg electronic da
including, but not limited to, mainframes, serversersonal compute
notebook computers, hand-hetdmputers, personal digital assistant (Pl
pagers, distributed processing systems, networkclatd and compu
controlled medical and laboratory equipment (i.eabedded technolog
telecommunication resources, network environmentslephones, fe
machines, printers and service bureaus. Additionatlyis the procedure
equipment, facilities, software, and data thatdgesigned, built, operated, ¢
maintained to create, collect, record, processtestoetrieve, display, a
transmit information.

Information Resources Manager (IRM): Responsible to the State Béxa:
for management of the agency’s information resairétie designation of
agency information resources manager is intendedestablish clei
accountability for setting policy for information resources manager
activities, provide for greater coordination of thete agency's informati
activities, and ensure greater visibility of sudativaties within and betwee
state agencies. The IRM has beeregithe authority and the accountability
the State ofTexas to implement Security Policies, Proceduramctiee
Standards, and Guidelines to protect the InformaResources of the ager
If an agency does not designate an IRNKE title defaults to the agenc
Executive Director, and the Executive Director ésgonsible for adhering
the duties and requirements of an IRM.

Information Security Officer (1SO): Responsible to the execut
management for administerirttpe information security function within t
agency. The ISO is the agency’s internal and eatgroint of contact for ¢
information security matters.

User: An individual or automated application or procebat is authorize
access to the resource Iy towner, in accordance with the owner’s procet
and rules.
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Infor mation
Resour ces Acceptable
Use Policy

Users must report any weaknesses in TSSWCB competarrity, an
incidents of possible misuse or violation of thgreement to the proyf.
authorities by contacting the appropriate managémen

Users must not attempt to access any data or pnsgieontained ¢
TSSWCB systems for which they do not have authtiamaor explici
consent.

Users must not divulge Dialup or Dialback modem mehaumbers |
anyone.

Users must not share their TSSWCB account(s), padsw Person
Identification NumbersKIN), Security Tokens (i.e. Smartcard), or sin
information or devices used for identification andhorization purposes.

Users must not make unauthorized copies of copgikoftware.

Users must not use natandard shareware or freeware software wi
TSSWCB Information Resources management approvassitit is on th
TSSWCB standard software list.

Usersmust not purposely engage in activity that mayaks, threaten
abuse others; degrade the performance of Informd&iesources; depri
an authorized TSSWCB user access to a TSSWCB @sooiptain extt
resources beyond those allocated; circumve8WEB computer securi
measures.

Users must not download, install or run securitygoams or utilities th.
reveal or exploit weaknesses in the security ofystesn. For exampl
TSSWCB users must not run password cracking prograacket sniffer
or port scanners or any other napproved programs on TSSW
Information Resources.

TSSWCB Information Resources must not be useddmamal benefit.

Users must not intentionally access, create, stot@ansmit material whic
TSSWCB may deem to bdfensive, indecent or obscene (other than ii
course of academic research where this aspecteofebearch has 1
explicit approval of the TSSWCB official processts dealing witl
academic ethical issues).

Access to the Internet from a TSSWCB odndéome based, comptL
must adhere to all the same policies that applyuse from withii
TSSWCB facilities. Employees must not allow famihembers or oth
non-employees to access TSSWCB computer systems.

Users must not otherwise engage in acts ag#iesaims and purposes
the TSSWCB as specified in its governing documemtsin rules
regulations and procedures adopted from time te.tim
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Incidental Use

Disciplinary Actions

As a convenience to the TSSWCB user community,damdial use
Information Resources is permitted. The followiegtrictions apply:

Incidental personal use of electronic mail, intéraecess, fax machin
printers, copiers, and so on, is restrictedTSSWCB approved users
does not extend to family members or other acqanass.

Incidental use must not result in direct costh®TSSWCB.

Incidental use must not interfere with the normearfgrmance of &
employee’s work duties.

No files or documents may be sent or received that mayedagsl actio
against, or embarrassment to the TSSWCB.

Storage of personal email messages, voice mesddgssand documer
within the TSSWCB'’s Information Resources must bmimal.

All messages, files and documentmeluding personal messages, files
documents 4ocated on TSSWCB Information Resources are ovinyetthe
TSSWCB, may be subject to open records requestsiraty be access
in accordance with this policy.

Violation of this policy may result in disciplinargction which may incluc
termination for employees and temporaries; a temtion of employmel
relations in the case of contractors or consultagitemissal for interns a
volunteers; or sspension or expulsion in the case of a studenditiddally,
individuals are subject to loss of TSSWCB InforroatiResources acci
privileges, civil, and criminal prosecution.
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Supporting
Information

Reference#

3

16

21

This Security Policy is supported by the following Security Policy
Standards.

Policy Standard detail

All personnel are responsible for managing theér oSIR and are accounta
for their actions relating to IR security. Persdrere al® equally responsik
for reporting any suspected or confirmed violatiarfs this policy to th
appropriate management.

The use of IR must be for officially authorized iness puposes only. There
no guarantee of personal privacy or access to salh as, but not limited
email, Web browsing, and other electronic discus$omls. The use of the
electronic communications tools may be monitoredfuifill complaint ol
investigation requirements. Departments responsible tlie custody ar
operation of computers (custodian departments) bealesponsible for prog
authorization of IR utilization, the establishmefeffective use, and reporti
of performance to management.

Any data used in an IR system must be kept cortialeand secure by tl
user. The fact that the data may be stored elécaibyn does not change t
requirement to keep the information confidential aecure. Rather, the type
information orthe information itself is the basis for determiniwgether th
data must be kept confidential and secure. Furtbiiifi this data is stored ir
paper or electronic format, or if the data is cdpiprinted, or electronical
transmitted the data must still be protected a$idential and secured.

All computer software programs, applications, sourcdecmbject cod
documentation and data shall be guarded and peotems if it were sta

property.

Custodian departments must provide adequatesaccontrols in order
monitor systems to protect data and programs frasuse in accordance w
the needs defined by owner departments. Accessheystoperly documente
authorized and controlled.

All commercial software used on computer systemust be supported b
software license agreement that specifically dbssrithe usage rights ¢
restrictions of the product. Personnel must abigalblicense agreements ¢
must not illegally copy licensed software. The IRMough IS reerves th
right to remove any unlicensed software from anygater system.
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Supporting This Security Policy is supported by the following Security Policy

Information, Standards.

continued

Reference # Policy Standard detail

22 The IRM through IS reserves the right to remove aopbusiness relatt

software or files from any system. Examples of basiness related softwi
or files include, but are not limited to; gamesstamt messengers, pop en
music files, image files, freeware, and shareware.

References Copyright Act of 1976
Foreign Corrupt Practices Act of 1977
Computer Fraud and Abuse Act of 1986
Computer Security Act of 1987
The Health Insurance Portability and Accountabiityt of 1996 (HIPAA)
The State of Texas Information Act
Texas Government Code, Section 441
Texas Administrative Code, Chapter 202
IRM Act, 2054.075(b)
The State of Texas Penal Code, Chapters 33 and 33A
DIR Practices for Protecting Information Resourkssets
DIR Standards Review and Recommendations Publitatio
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